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Context ()

 Mobile communication usage is growing (very) fast
— Compound annual growth rate of 146% in 2006-2012
— Global mobile data traffic grew 81% in 2013...
— ...and it will increase nearly 11-fold by 2018

— Mobile data traffic is growing faster than Internet traffic
did back at the turn
of the millennium!

B Fixed IP Traffic [l Mobile IP Traffic
1 '000 .........
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Context (Il)

* The surge of mobile activity... Instagram
— Mobile devices popularity rise them to status symbols
— Mobile apps and services are driving societal changes

* ...and some collateral effects of our interest yﬁ\;

— Digital activities are easily recorded, tracked, transferred

* Apple consolidated.db? 10— . 600
— Anunprecedented 8.} 500 [
opportunity to t | R )
monitor human : sr
behavior a#08ry go : S 00 - e
large spatiotemporal | C el [imonths Lt
scales PO S F TS S P (;"%
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US behaviorally targeted
online ad spending (08-14)

2008

Context (lll) ==

009

N

12.7%
4.1%

2010
14.2%

* Relevance of mobile traffic data
— Mobile service providers
Fuu
* tailoring of services (and ads) to users

6.8%

* reselling of (aggregate?) data to third parties zu

7.6%

- MObiIe ope rators 1 Total display* M Total online

* face a huge challenge in accommodating the mobile demand

* understand subscriber usage for more effective 10 ¢
network design and resource management

—
o
EN

C,
— Researchers — 3,| C-RAN, SDN, NFV

* networking (my background): see above

—_
o

w
H

—
o
N

Users (thousands)

* plenty of other disciplines: studies can be 1 huge survey. *°
scaled to very large populations (impossible to T

achieve with traditional approaches) SUEPSIRCER SR

D
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Mobile trafﬁc data coIIectlon (II)

=[]0

mobile devices
(D]

ol
femtocells

\L

cellular APs

connected devices

RNC probes
Monitor signaling related to Radio

Resource Control (RRC) operation.
Fine-grained state changes at each
mobile device, e.g.

e attach and detach operations

» start and conclusion of sessions §#
* allHO and LU events

Plus, record key performance
indicators on data transmission,

such as the uplink and downlink
throughput experienced by devices.

@ maximum positioning precision

@ not supported by all equipment
large number of probes

Location
Area
boundary
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Mobile traffic data collection (llli)

MSC probes
|:| 0 Similar to RNC probes, but only in
moble devices the circuit-switched (CS) domain.
) Same type of information as RNC
ol probes, but
\ Iirpitfed t.o voice/t.exting | %),
c. missing information on events | ; J
managed locally by RNC, e.g., internet &
intra-RNC HO netrs

connected devices

@ fair positioning precision Gi
fair number of probes B

@ only voice/texting information

SGi

Location i j Lo .| CGF
Area ' ! i
boundary
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Mobile traffic data coIIectlon (IV)

GGSN/PGW probes
Monitor data transiting by packet-switched (PS) domain gateways in
order to reach the Internet. For each data traffic session of every
device, record Packet Data Protocol (PDP) Context information:
device identifier
session start and end time

traffic volume

type of service (at different levels of detail, from transport internet &
protocol, to service type, up to precise application) | networks
These probes can also store device locations, corresponding to the -
cell where the device last updated its PDP Context from. They
monitor Authentication, Authorization and Accounting (AAA)

procedures triggered by PDP Context updates passing by GGSN/PGW.

@ detailed information on IP traffic
very large areas (e.g., countries) covered by a few probes

@ no voice/texting information
stale view of device Iocatlon (infrequent PDP Context updates)
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Mobile traffic data coIIectlon (V)

CGF probes
D Monitor information stored for billing
mobile devicas purposes, i.e., so-called Call Detail
@ Records (CDR). These include, for
f!-n" each device activity: e
e device identifier >
}LH_I/AP start (and possibly end) time J

cell where the activity starts (and

possibly ends)

connected devices type of activity: voice, texting, data
(possibly including traffic volume)

In some rare cases, these probes can

also record HO information.

Internet &
external
networks

@ typically one single probe

readily available, well formatted
acceptable positioning precision

® no precise traffic information
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Mobile traffic data collection (VI)

 Takeaway lessons
— Not all mobile traffic datasets are created equal!

— The quality of mobile traffic datasets is increasing
* new probes, more extensive deployments in both RAN and CN

— The availability of mobile traffic datasets is growing

e operators become more open-minded

orange
* challenges are great occasions to access datal ‘4 A

i challenge
C BIGDATACHALLENGE2015 Eeor o
¢ Ldved

— Here, we are only considering “half of the world”

Nokia Mobile Data Challenge

 client-side mobile traffic data is an MIT Reality Mining

equally rich source of knowledge
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-side data
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Literature classification

* A highly multidisciplinary research field
— Mobile traffic data is used in many domains (with overlaps)

[ Mobile traffic analysis }

Y} v VI
[50cial analysis ] [Mobillty analysy/ metv,ork analysis

VD VA v-C VA /
A Demographi ics | [ Human moblllty Valldatlol] [ riovle demand] Technologies
V-,
IV-B
User i ctions Environment [Transportatlon aystems] VI-B1 /—/

\ V- [Networking solutions]
IV-A2 VI-AL VI-82

[ Mobile call graph models] [Aggregc te access network traffic ] [Marketing squtions]

IV-AL V-AL  V-A2 VI-A2
[ Mobile call graph properties [Fundamental Iaws] [Models Individual access network traffic ] V"B3[ Privacy solutions
Physics
Sociology
Epidemiology

ecworns LN -
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Social analysis ()

* Relating mobile traffic and social features
— Physics, sociology, epidemiology, networking

How do mobile users interact with each other?

How is mobile traffic activity
correlated with demographic
traits (age, gender, ethnicity,
economic level, etc.)?

Epidemics

- il

User interactions Environment

How does the environment geography
(distance, urbanization level, land use,
points of interest, special events) affect

mobile communication among individuals?

[ Mobile call graph propertie Can mobile traffic activity help us understanding
and modeling the dynamics of contagious diseases?
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mobile caIIgraph NZ}::' 2

 Examples: user interactions

— Mobile call graph analysis 7
power-law degree distribution tail s,
] ] [source: Nanavati et al., ACM CIKM, 2006]
[Soaal analysis } o8 |
100000 . c:reE: 100000 | % \_g_[’c’:,?:g;g: x
é 1000 ;:z:
[Demographics ] [ Epidemics ] £ , 2
1 o — 1 :
User interactions [ Environment } cuemen e
1
o7 “igi‘m (" network collapse
Hoso T only if low-weight
ozs| g v . ties are removed
Mobile call graph models ] 0 rst!
[ grap C /\ﬁ
_ ) e strength of weak ties
[ Mobile call graph properties ] A 10 [source: Onnela et al., PNAS,
104(18), 2007]

0
0 02 04 06 08 10
f
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mobile user age homophily
[source: Sarraute et al., ASONAM, 2014]

Social analysis (lll)

[ communication matrix among ages %
16000

14000

 Examples: demographics
— Homophily and segregation

link probability \ﬁ ‘I”“""|||||||||||Illluu.... .................
o 0

8000

Number of links

10 15 20 25 30 35 40 45 50 55

Age difference (years)

,' %[ Dutch-speaking
1 Y

~

[ Social analysis } [versus age differenc

i French-
. . _ speaking
[ User interactions } [ Environment } Y,
N
\\ mixed
communities
[ Mobile call graph modeIsJ g

linguistic segregation
[source: Blondel et al.,
J. Stat. Mech. (2008) P10008]

[ Mobile call graph properties]
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Social analysis (1V)

power-law call probability w.r.t. distance
[source: Onnela et al., PLoS ONE, 6(4):e16939, 2011]

 Examples: environment
— Impact of distance and land use

Tie probability

Tie strength

10°

10° 10'

[ Social analysis }

[ Demographics ] [ Epidemics ]

[ User interactions }

[ Mobile call graph modeIsJ

[ Mobile call graph properties]

M. Fiore — Mining Cellular Traffic

@Qlam

\\$

€

mobile traffic profiles

\cw{ depend on land use

[source: Csaji et al., Physica
A, 392(6), 2013]

urban fabric detection
from mobile traffic

= [source: Furno et al.,

in preparation]
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Social analysis (V)

viral information campaign is more

* Examples: epidemics effective than movement quarantine

. . . . [source: Lima et al., NetMob D4D, 2013]
— Contagion containment policies

movement matrix
among Ivory Coast
subprefectures

[ Social analysis }

call matrix among

[ Demographics ] pide Ivory Coast
subprefectures

[User interactions} [Environment} Y, N T
L g e g
TN TR B 3
100 i} ’g.{; - O

. -. 'ﬁ';'{:u ;':j G Eiva q el 5o B

[ Mobile call graph models] e ja i ;r\w;--.' 1 e | W r g

200 o e X Lo T B \

.‘ ’” ;"- .L md. — i : " ~l;-.' - gt T T B !

[Mobile call graph properties] % R (R T, R I
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Mobility analysis (1)

* Extracting mobility information from mobile traffic
— Physics, sociology, transportation, networking, epidemiology

Which are the fundamental laws
that drive human movement?

[ Mobility analysisJ

Is mobile traffic data a reliable
source on which to run mobility

analyses?

Human mobility Validation

Can we infer transportation statistics
(road traffic levels, travel times, road

[ Fundamental IawsJ [Models} accidents, commuting patterns) from
mobile traffic, and how this helps
planning transportation systems?
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power-law travel distance P o
[source: Gonzalez et al., Nature, 453(7196), 2008] |

Mobility analysis () :;

10—25_
° H H -4 -6 o.f‘“ i
* Examples: human mobility SN
. . . 1_0‘3 102 101 /100 101 102
— Constrained, routinary behaviors it
d0r- ol B A My o -
. . o1 . B Tt LA A
limited number of mobility motifs [ fFResaieat Rt e AR
[Mobility analysis} [source: Schneider et al., A a— l o
J.R.Soc. Interface, 10(84), 2013] Sl | | | o e |
a .
0.8F —S X 0 : : !! IL l—rrIFIFII— |—.—.—:—.|—1—.7
mobility [Validation ] ol _Smd ot .
: 2 04 ‘L entropy of human mobility )
[Transportatlon systems] 02

-
00 e T “’\L entropy of random process
C 100

J

T e . .. )
005 | \L entropy of time-oblivious
) | human mobilit

[ Fundamental laws ] [ Models ] Le, y

! i, _ 4 elevate predictability

' ] R
. .. . . | ° [source: Song et al.,

[ predictability versus radius of gyration \J?;; L | lience, 327(5968). 2010]
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* handover (any)
O handover occurring
at standard rate

Mobility analysis (li

100 — T T — -
OM@W‘M
06:00 09:00 12:00 15:00 18:00

* Examples: transportation systems |

100

Section 5:J >> K

— Estimating traffic and mobility flows @ =& o me

Section 3:G >>H

100

T W‘:ﬁ | e ‘:"“ Ko %ed : o o © : @
tr G_ﬁciC COngest'ion due to 06:00 09:00 12:00 15:00 18:00
[ Mobility analysis } accidents (ground trut‘h)J/?Section N
100 T 3 —u g - “
detection of 06:00 09:00 12:00 15:00 18:00
-~ Section 1: C>>D
[ Human mobility ] [Validation ] traffic jams . = T
[source: Janecek et al., & 09:00 12:00 15:00 18:00

»  ACM UbiComp, 2012]
inference of O-D matrices
[source: Yang et al., NetMob, 2013]

y

T3 KPR AL L AL
107 L 107 P .
~ 107 107k =
& ) —4 E  ,F 3
[Fundamental IawsJ [Models} 10 & 107k .
: 10 ) —e— Census Data 10_4 E E
... . 10 " —v— IPF Expansion
opnmlzahon of tra nsportauons i 10_7 1 111 IIII| 1 111 IIIII 10_5 I-III 1 IIIlIIII 1 IIIIIIII 1 IIIIIII| 1 IIIIﬁ
- Berlingeri o 10’ 10' 10° 10 10" 10 10° 10°
[source: Berlingerio et al., NetMob D4D, 2013] = Distance (kim), ¢ Travellers, n

Travel tme i passenger-minutes
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‘ —oice v dafa
0.6 SMS v data

Mobility analysis (IV)E::”

02 04 0.6 08 1.0
Jaccard Similarity

different home/work location detection

. . when using diverse mobile traffic data
o Exa m pIES: va I |dat|0n [source: Ranjan et al., ACM MC2R, 2012]

distribution median #itinerancy as a function of #comnunication

— Limited set of (controversial) results .
minimum sampling frequency beyond -

— : which no travel distance variation occurs
[ Mobility analysis [source: lovan et al., Geographic Information Science

median Witinerancy

at the Heart of Europe 2012] s 50 samp/es/daﬂ
— IR captures longer trips 1 Ry
[ Human moblllty] Validation : \ 0
10 wn 10
107 " gellplflme ] .E 10"£ = Cellphone ]
. @ e Transi . o i
[ Transportation systems ] S0’ I S o franst
= 10° 1 8, ‘
-, Y
bl ] é 10
ST -
107 p 10-6"1 Py 3 ~
[ Fundamental laws ] [ Models ] of Trips (M) Mobility Volume between Region Pairs

mobile traffic data is more informative

than transit data collected by authorities
[source: Zhang et al., ACM MobiCom 2014]
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Networking analysis (l)

* Adapting network design to the mobile demand
— Networking, sociology

How do mobile subscribers consume
network resources over time/space?
Can we model and anticipate the

resulting demand?

[ Network analysis ]

Mobile demand

How do we leverage knowledge /
extracted from mobile traffic data /_/
to improve the mobile network? __ / [ Networking solutions ]
-
[Aggregate access network traffic ] [Marketing solutions]
[ Individual access network traffic } [Privacy solutions}
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Networking analysis (ll)

 Example: aggregate access network traffic
— Mobile traffic demand profiling

1. identify profiles of typical user demand

at-which times is network capacity consumed in

comparable ways? [ Network analysis ]

2. by-product: pinpoint
outlying network usages Mobile demand [Technologies ]

/_/

[ Networking solutions]

when is network capacity
consumption unusual and why?

Aggregate access network traffic [Marketing solutions]

[ Individual access network traffic } [ Privacy solutions}
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Networking analysis (lll)

 Example: aggregate access network traffic
— Milan case study

g¢i  Sunda
acz2
gco
HCs

Date
Date

Monda

0 16
e of the day

evening/night work commuting home relax night relax/evening/

e of the day

work/nightlife late night/morning

mobile demand out/iers}

and events, several public holidays, several football
matches of AC Milan and Inter Milan, one collection

= = probe outage, etc.




Networking analysis (IV)

 Example: privacy solutions

— k-anonymizing mobile traffic datasets

, " elevate uniqueness + poor anonymizability
few randombpomgs g 08 [source: De Montjoye et al., Sci. Rep. 3(1376), 2013]
inpoint a subscriber £ : =
pnp Vel

2
A B S e

" R [ Network analysis ]

| | ___1: ________ 9 20 _ 0.0 3 5
[ ) :L” ]:_,_,i,_ﬁ.i ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ ] Number of spatio-temporal points
T W SR [ Mobile demand ]

I~ .
. generallzatlon}
[ Networking solutions ]

Spatial resolution [v]

does not help

Aggregate access network traffic ] [Marketing solutions]

[ Individual access network traffic } J
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Networking analysis (V)

0.8
 Example: privacy solutions o5
L
o
o
— lvory Coast and Senegal use cases 04 5
i e i wrr
1. measuring “anonymizability” of users in a dataset 02 wods
1 0.09 0.17 03 1 10 100
K '¢’— — d4d'C|V ey o . Tail elght
08 for most users, it is easy to find
05 "77 ddd-sen other users that have similar but with a lona tail
a patterns “on average”... PPl 19
004 of temporally diverse
0.2 samples!
ol ' ‘ 14 : e 25
0 0.1 02 0.3 0.4 I ‘ésh-4K|h T fream . R
. . . . o\'—o' 6h_8Km PSS Mean 'o\—o' 20 ._. Mean :
2. specialized generalization g 10] 1 S0k 2575%ie | g 2575 %ile
g_ 8l ¢ 6&;5—’&%‘“ g_ 15 ........................ . .
anonymized dataset @ 6 ] NSOk %0l \\an
accuracy (space and time) S 4 | g
under suppression 8 2 g >
° 0 l - e - Original
0 1 2 3 4 5 6 7 0 20 40 60 80 100 120 140
Position Accuracy [Km] Time Accuracy [min]
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(Additional) Readings

* Surveys

— V.D. Blondel, A. Decuyper, G. Krings, “A survey of results on mobile phone
datasets analysis,” arXiv:1502.03406, 2015

— F. Calabrese, L. Ferrari, V.D. Blondel, “Urban Sensing Using Mobile Phone
Network Data: A Survey of Research,” ACM Computing Surveys 47(2), 2014

— D. Naboulsi, M. Fiore, S. Ribot, R. Stanica, “Large-scale Mobile Traffic Analysis:
a Survey,” Inria Technical Report HAL-01132385, 2015

* My research activities

— D. Naboulsi, R. Stanica, M. Fiore, “Classifying Call Profiles in Large-scale Mobile
Traffic Datasets”, IEEE Infocom, 2014

— M. Gramaglia, M. Fiore, “On the anonymizability of mobile traffic datasets,”
NetMob D4D, 2015

* Reference community conference NetM b

— NetMob, every year at MIT, Boston, MA, USA
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